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Description 

Method for the provision of an individual device code for an electronic device. 

The mvention relates to a method for providing an individual device code for an 
electronic device that is required for at least the initial conunissioning of the device, 
whereby the device is inoperable without the input of the individual device code. 

The protection of a device by means of a device code is frequently used when, to prevent 
theft of the device, the latter should be equipped so that the theft is not worthwhile for a 
thief, since the stolen device is not operable. If the protection of certain devices by means 
of a device code is generally known, the number of thefts of these devices consequently 
decreases. 

For example, the method is used for car radios, since a car radio can be easily removed 
by breaking into the car. Usually a PIN nimiber is stored in the device and when the 
device is delivered, the customer is provided with this pin number, for example, by 
means of a sticker on the operating instructions. Provided that the device and the PIN 
number are kept in separate places, the device is thus inoperable and, consequently, it is 
of no interest to the thief. With car radios, the Pin number is required if a disconnection 
from the power system occurs or each time it is turned on. 

Another means of preventing unauthorized use by means of a cell phone is known. In cell 
phones, a so-called SIM card is used by a cell phone supplier, without which the device 
cannot be operated. The SIM card is released by the cell phone supplier. However, this 
does not necessarily prevent the device from being stolen and used in conjxmction with 
another SIM card. 



The problem with the first method mentioned is that a device that is stolen before 
delivery to the customer is not protected, since the device and the information about the 
PIN number are delivered to the customer together. A thief in the integrated transport 
system thus receives all the information required to enable him to operate the device. 
With the second method mentioned, the owner of the cell phone is only protected from 
unauthorized telephone use, but this does not prevent the removal and use of the device 
with another SIM card. 

The task of the invention is to provide a method for the provision of an individual device 
code for an electronic device in which theft protection is also ensured prior to the 
commissioning by the end customer. The method should be so easy to carry out that an 
economical operation is also possible with a large number of devices sold. 

This task is solved by a method of the initially mentioned type, which is characterized by 
the execution of the following procedural steps in Ihe order mentioned: 

electronic storage of a device nixmber and of the appropriate device code in a 
database 

Delivery of the device to a further processing site 

Automatic electronic readout of the device code stored in the database in 
conjunction with the device number, whereby the previous or simultaneous 
electronic storage of a selected code number in the database in conjunction with the 
device number is required for readout. 

The prerequisite for applying the method according to the invention is thus that the 



device can only be operated by the input of a device code. The device code is unknown 
until a code number, which is advantageously the invoice number produced at the time of 
purchase, is known and has been entered into the database. In this manner, it is ensured 
that the device code is only made known when the device has been properly purchased 
and has not been stolen. It is thus pointless for a thief to steal a device before it has been 
purchased. 

The further processing site is advantageously the retail store where the end customer 
shops. However, it is also possible that this ftirther processing site is the premises of an 
intermediary, or the shipping department of a major customer. The device code in 
conjunction with the device number is stored in a favorable configuration of the method 
by the manufacturer in the database. Altematively, this data may also be stored, for 
example, by a wholesaler or a foreign marketing company. The electronic and automatic 
configuration is advantageous, since no labor-intensive services are required to release 
the devices or to pass on the individual device code. The methods according to the latest 
state-of-the-art, however, have been developed so that the production of a code or work 
v^th general codes is required only in particular cases, for which only an intentionally 
Umited circle of people, i.e., the contractual partners of the manufacturer or other people 
firom the service department or skilled workers need to be available. 

The method according to the invention is particularly advantageous if the device code is 
stored in an unchangeable memory area. In computers, the memory area may be the 

BIOS, whereby these customarily unalterable and alterable memory areas are stored. If 
the device code is located in the unalterable memory area, then the device code also 
cannot be changed if the BIOS is reprogrammed. 



The method is explamed in greater detail below by means of exemplary configurations. 
Shown are: 

Figure 1 : A first configuration of the method according to the invention 
Figure 2: A second configuration of a method according to the invention and 
Figure 3: The storing of the device code in a device. 

Figure 1 shows the sequence of operations of the method according to the invention. 
First, a device number and the appropriate device code for a device to be delivered are 
stored in a database. In this case, the manufacturer of the device performs this step. 
However, the device may be delivered to a distribution center. Subsequently, the device 
is delivered, whereby this device is not as a rule delivered directly to an end customer, 
but first to a fiirther processing site, or an intermediary, such as a retailer. At this point in 
time, the device is not yet operable, because the device code is missing, which is at least 
required for the first commissioning of the device. However, the device code still camiot 
be read from the database. The prerequisite for readout of the device code is the input of a 
code number by the retailer. Such conditions for the readout of data can easily be 
implemented by electronic data processing systems. The invoice number that is produced 
when the device is sold is advantageously used as the code number. 

The invoice number is then stored in the database in the record belonging to the 
corresponding device, which is identified by the device number. The device code is 
issued only after this storage. The device is now given together with the device code to 
the end customer, for example. Since the input of the invoice number is required, it is 



possible at any time to reconstruct when a particular device was purchased and by whom. 

The connection of the retailer to the database takes place by means of a network 
connection. From the state-of-the-art, many security measures are known that prevent 
unauthorized persons from accessing the database network. 

The device code may also be printed on the sales slip. If the user or the end customer 
forgets the device code, this information can readily be made available to him again once 
he has provided the device number and the invoice number. 

Figure 2 illustrates a variation of the exemplary configuration in Figure 1. In this case, a 
device from a manufacturer is also delivered to fiirther processing site, which is again a 
retailer in this case. The device code in conjunction with the device number has been 
previously stored in a database. However, in this case, the device code is not issued by 
the retailer, but only the invoice number together with the device number is stored in the 
database. The end customer receives the device and also knows the invoice number based 
on the invoice, which is stored in the database for his device. The end customer himself 
obtains the device code. 

However, in the exemplary configuration of Figure 2, the end customer cannot directly 
access tiie database, but there is a service department that receives the invoice number 
and the device number from the end customer and which produces the device code based 
on these numbers and passes it on to the end customer. The end customer 



may contact the service department by telephone, using a free telephone number for 
example, by a voice-activated computer or by E-mail. 

Stolen devices can also be handled by the service department. Employees in the 
integrated transport system affected by a stolen device, thus either the manufacturer, a 
shipper, the retailer or the end customer, informs the service department of the stolen 
device with a certain device number. A remark is entered into the database for the 
corresponding device that the device has been stolen. If the person in possession of the 
stolen device later attempts to obtain the device code through the service department, it is 
immediately recognized that it concerns a stolen device, and the thief can be more easily 
detected in this manner. Of course, the entry of a theft warning can also be made directly 
in the database, without the mtervention of the service department. 

The database can be further used to store various stations of a device, since their transport 
is usually complicated, as illustrated in Figures 1 and 2, Then the device is normally 
transported from the manufacturer by means of a shipper to an intermediate storage 
warehouse, from where it is transported by a second shipper to a wholesaler, for example, 
also to a central distribution depot of a distribution system. The latter transports the 
products to the branches by means of a third shipper, from which the end customer can 
purchase the device. If, for example, the intermediate storage warehouse notes in the 
database that the device has been delivered and that it has also been delivered again, a 
frequency of theft at a certain part of the route can be easily detected. 

For a successful application of the method according to the invention, it is necessary that 
the device can be operated only after the input of the device code. This means that the 



device code must also be stored in the device, so that the stored device code and the 
device code entered can be compared. For example, wdth computers, so-called BIOS 
passwords are already known, although these are located in a part of the BIOS where they 
can be written. As a result, it is obvious that the BIOS password can usually be changed. 
Advantageously, as illustrated in Figure 3, a device 1 contains a memory in the BIOS, 
whereby a part 3 of the memory can be written and read and another part that cannot be 
changed. In the part that cannot be changed, fundamental system operations are stored, 
whose change would make the device operable. In the part 3 of the memory, which is 
changeable, however, functions are stored that ought to be changeable and in which 
device configurations or certain options are stored for the execution of function. If the 
device code is stored in the unchangeable part of the BIOS that cannot be read from the 
outside, the device code caimot be changed or read out by a software program. 

The method according to the invention is an advantage from the financial point of view 
for all those concemed. In this manner, the manufacturer prevents devices from being 
stolen on the route and from his having to pay for replacement devices. But devices are 
also stolen in retail stores, be it by warehouse workers, employees or customers. Once the 
device has been delivered to the retailer, however, the manufacturer is no longer 
responsible for replacements. It is thus in the retailer's interest to make it harder to steal 
devices. Finally, for the end customer, and thus for the user of the device, the method is 
particularly advantageous if the device code is requested when the device is 
commissioned. Thus the stealing of a Notebook is no longer attractive if it is known that 
such devices are protected by a device code and tiiat tiie latter cannot be obtained by an 
unauthorized person. 



Storage in the unchangeable part of the BIOS does not lead to a reprogramniing 
BIOS or to a disconnection from the internal battery. 



